5543 B 5 W B OE ¥
20225 A

Journal on Communications

SRR ENTIEREFREEZRAE

I R, FRAE, B, B, g
(LR ERPEREE B TR, 65 100093 2. FhERMEBE RS W48 2 W 244, Jbat 100049)

H E: X ERTNTREZRAE - NELENAT L E B LATIRIES, RSS2 Gma T — ML,
FEURARS L S KA R, T RIS T —MEIE ARG TR /P 1B —2 1
N ST B A RAEAE R A4, WE#H N TR B4 — AN 44wt AT AT A 544 I 1 1E B 7 DA & 2 AN
FEELAME N TR R IR T AL A P22 R e, ST S P AT B RS o AT A
AT 1 5N IR IR M IR A I, X282 AV M I B 4R 50AIE . TERBHLTR S WAL N, (5 B SEIRUEW] T Frig
7R FE RGN E R R TG K,

X LIEBAHEN; ArREeE4; LM BMILHE L

FESAES: TN309

WHERRERD: A

DOI: 10.11959/j.issn.1000-436x.2022073

Efficient and provably-secure certificateless sequential
aggregate signature scheme

WANG Zhu'?, YANG Siqi'?, LI Fenghua'?, GENG Kui', PENG Tingting'?, SHI Mengyao'*

1. Institute of Information Engineering, Chinese Academy of Sciences, Beijing 100093, China
2. School of Cyber Security, University of Chinese Academy of Sciences, Beijing 100049, China

Abstract: Aiming at the problem that current schemes mostly let the latter signer to verify the multiple signatures of the
previous signer, and the message is signed and then passed to the next signer, leading to the efficiency problem of long
overall signature time. A sequential aggregate signature scheme based on bilinear pairs was proposed. The aggregate sig-
natures of documents were generated by multiple users in a certain order, and only the final signature was needed to be
verified to confirm the correct order of signatures and the legitimacy of multiple user signatures. The complexity of veri-
fying the multi-user sequential signature was effectively reduced and the offline verification of the authenticity of signa-
ture was realized when the user was offline or in a delay-tolerant network with limited node caching capacity and network
resources. It is shown that the proposed scheme is existential unforgeability against chosen-message attacks under adver-
sary adaptive selection messages in the random oracle model.
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